
From The President’s Desk 
By Pramod Wasudev MD      Contact: pramodwasudev@gmail.com 

    Several years ago most of us never 

heard the terms Cyber Crimes, Identity 

Theft and Hacking. Later on we started 

hearing more and more of these criminal 

activities but really did not have a clue as 

to what they really meant . Several of us 

including myself  had superficial 

knowledge and yet we thought that we 

are tech savvy.  We were in denial  and 

we made comments like: we personally  

will never experience this crime, our sys-

tem including our email is very secure, 

our passwords are strong ,hackers are 

not interested  in middle class people , 

our social networks like "Face book" and 

"Twitter" are safe and our smart phones 

does not have critical information and 

they cannot be hacked. 

   Yes!  I personally used to think similarly 

and guess what?  Just recently, this prob-

lem hit close to home-my email was com-

promised. Hacker acted professionally 

impersonating me in the style  I normally 

write emails and sent emails to couple of 

the brokers requesting to transfer some  

money. One broker promptly realized that 

this is not my email and contacted me on 

my cell phone, however other broker took 

some time and even communicated with 

the hacker before contacting  me on my 

cell phone, fortunately no money was 

sent. Apparently this hacker had access 

to all my email correspondence I had 

done with the brokers in the past several 

months. Also I was told that he may have 

access to all my documents which I nor-

mally place in "File Sharing" a cloud ser-

vice. Needless to say this created a sig-

nificant panic and frantically we were 

busy for 5 days; changing our passwords, 

contacting banks and investment brokers, 

canceling our credit cards and ordering 

new cards, freezing our credit and also 

taking all the precautions I write about 

below. 

    Cybercrime is criminal activity done 

using computers, the internet and also 

smart phones. This may involve download-

ing illegal music files to stealing millions of 

dollars from online bank accounts. Cyber-

crime also include creating and distributing 

viruses on other computers. 

    The most common form of cybercrime is 

"Identity theft", in which criminals use the 

Internet to steal personal information from 

other users. Two  ways this is done is 

through phishing and pharming. Both of 

these methods lure users to fake websites 

(that appear to be legitimate), where they 

are asked to enter personal information. 

This includes login information, such as 

usernames and passwords, phone num-

bers, addresses, credit card numbers, 

bank account numbers, and other infor-

mation criminals can use to "steal" another 

person's identity. The examples  are only a 

few of the thousands of crimes that are 

considered cybercrime. 

     Computer crime involves thousands of 

illegal  activities and obviously it is difficult 

to cover all.  They are divided into two 

categories: (1) crimes that target comput-

ers directly like viruses, denial-of-service 

attacks and malware (malicious codes)  (2) 

crimes facilitated by computer networks or 

devices ( including tablets and smart 

phones) like fraud and identity theft, cyber 

stalking, information warfare. phishing 

scams and spam e-mails. 

    It is always a challenge as to what pre-

cautions we should take to prevent this 

crimes affecting our life. I don't consider 

myself an expert on this topic, however 

talking to several experts in this field I am 

suggesting some of the following tips: 

 * Use pass code or password for all com-

puters whether  at home or portable ones, 

this include tablets and smart phones. 

Keep portable devices in your possessions 

or keep them locked up. 

 * Be aware of the strangers watching your 

in public places when your enter pass 

codes/passwords. 

 * Some smart phones have app  that can 

locate your phone if it is stolen or mis-

placed. Some even have an app that can 

remotely erase your data on phone. 

 * If your wallet/purse is stolen or lost and 

contains credit cards or cell phone, 

promptly inform the credit card companies 

and cell phone companies. Some compa-

nies offer "Lost wallet protection"  services 

- they charge annual fees. 

     Several of us are very casual when it 

comes to "Email writing". Sometimes we 

give lots of information about ourselves , 

including some important financial infor-

mation, password and even social security 

number.  Please refrain from giving this 

information…….... Continued on page 3 
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For Senior Citizens who like to 

Drive, The Freedom that comes 

with being able to drive a car 

For a person living in the United 
States, being able to drive a car or 
an automobile gives one of the most 
significant and tangible means to 
independence. 

 Particularly to the Senior citizens in 
our families, this independence 
seems to be the most crucial after 
financial security and thereby pre-
serves a sense of freedom for them. 
I know several grandparents who 
love driving around town visiting a 
temple, picking up grocery or medi-
cations, visiting a friend, or staying 
engaged in the community during 
any time of the day. To many of 
them, being able to pick their grand-
children up from school and drive 
them for soccer or swimming prac-
tice brings the most joy that could 
possibly exist in the entire world. 

A fear that burdens children and 

grandchildren and gets in the way 

of this freedom 

However, most parents and grand-

parents over the age of 65 years are 

constantly under the concerned and 

watchful eyes of their children and 

grandchildren regarding their ability 

to be safe while driving, and for good 

reason. Accident fatality rates climb 

sharply after age 65. Between 75-84 

years of age, the fatality rates be-

come the same as those for teens, 

and for those 85 years or older the 

fatality rates become 4 times those 

of teens. As a son, this makes me 

very very concerned for my aging 

father who loves to drive and hap-

pens to be in one of these age 

brackets. I can only imagine how 

much it must make my mother anx-

ious and vice versa. This is true of 

most families. 

 
SplitSecnd offers a solution 
A few years ago a group of students 
at Vanderbilt University came up with 
the design for a system that could 
automatically detect a car crash and 
call for emergency help. It was se-
lected by the JumpStart Foundry and 
in a couple of years took shape into 
a real product called SplitSecnd 
(www.splitsecnd.com).  

 
The kind of interest we received from 
senior citizens recently at the AAA 
Tennessee Old Drivers Summit re-
minded me of talking about this to 
Pramod Uncle. That's when he want-
ed me to write about it for the ICSSS 
newsletter and bring it in front of the 

Senior Citizens in our community. 
With Splitsecnd you are never 
alone on the road. It plugs into any 
car, no matter what the age, make or 
model. It automatically calls for 
help if you're in an accident. 
There's also a panic button that 
you can press to call for help if 
you're feel threatened or are in a 
difficult situation while driving. The 
call connects to an Emergency Re-
sponse center and the dispatcher will 
be able to talk to you through the 
device to send the kind of emergen-
cy help you need. The dispatcher will 
also immediately inform your family 
of the emergency. The device has a 
built-in speaker, microphone, GPS, 
and a cell phone that allows you to 
have access to emergency every 
instant you are in the car. There is 
also an app that concerned children 
or grandchildren can download onto 
their phones which allows them to 
stay appraised and gives them 
peace of mind  

 
Our hope is that SplitSecnd will not 
only give Senior Citizens the emer-
gency help cover that they need to 
drive confidently and feel safe,     
……..continued on Page 3 
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A SplitSecnd Peace of  Mind and Emergency Help ...contd. From page 3 

but that it would also give their chil-
dren and grandchildren peace of 
mind and therefore make it easier 
for them to continue to drive. 

SplitSecnd was recent featured on 

Nashville Scene in the Best Don-

gle category and Channel 5 News also 

recently covered SplitSecnd        http://   

www.jrn.com/newschannel5/

news/261193861.html. We are partner-

ing with a number of non-profit organi-

zations and I have reached out to 

Pramod uncle to partner with ICSSS in 

order to bring this to the Indian Senior 

community with a special ICSSS pack-

age.                                                       

          Srivatsan Pallavaram 

Sri Pallavaram is the Head of Business 

Development for SplitSecnd. He is al-

so a Senior Scientist at Vanderbilt Uni-

versity and the General Secretary of 

the India Association of Nashville 

(IAN). He can be reached 

at sri@splitsecnd.com  

From The President’s Desk  …..continued from page 1 

   Some more tips about emails: 

—Have "two step verification".  Most of the 

common email services offer this secure log in. 

They send a code on your personal phone 

(second step) which you use to log in, in  addi-

tion to your password (the first Step).  It is very 

easy to set up and is an inconvenience to you 

only when you log in using a new computer for 

the first time. But this keeps you safe by pre-

venting a hacker from logging in from your 

phone and hence does not have the code

( second step).  

—Do not create a password s with any com-

mon words (Tesla123) , names (Sanjeev34), or 

any other information related to you like 

birthdates, house numbers, car license plates, 

phone numbers etc. Instead use  complex 

passwords using a sentence, examples of 

which are : I have five grandkids aged 3 to 9!. 

Thus the password is: Ihfga3t9!  There is one 

cap and two numbers, totally there are 8 char-

acters, and a symbol!. 

—Do not use the same password for different 

web sites, this is because if one site is compro-

mised then the other one will be as well. Key-

Pass program is encrypted  and has a strong 

master password and thus it is safe to store all 

your passwords, you just have to remember 

only one password. 

 —Some people have two emails, one for the 

routine and one special one for sensitive  per-

sonal and financial information like banking, 

investment brokers 

—Please delete old emails, place star on im-

portant  emails or even place them in appropri-

ate folders. This will allow you to delete safely 

emails older than 4 to 5 months 

—Avoid writing down financial account num-

bers, social security numbers, passport num-

bers in a plain file like Word, Excel, text, email, 

contact notes etc. Avoid using online password 

keeping services. 

—Public Wi-Fi. Most Public Wi-Fi do not en-

crypt your data as it goes from your computer 

through the airways to Wi-Fi router. Hence any 

hacker on the same location can easily snoop 

on your data. Do not use public Wi-Fi for to log 

in to sensitive web sites and into any sites that 

are not encrypted with https. 

—Nosey apps. It is very tempting to use free or 

inexpensive apps. Don not agree to give your 

sensitive information unless they are pertinent 

to the services offered. 

—Storage of documents and Cloud storage. 

Old fashioned way of storing documents were 

on their personal computers, however there 

was some concern about computer crashes 

and loosing data. Thus more and more of us 

started using cloud services like drop-box, 

google drive and Icloud. However these cloud 

services are not always secured and can be 

hacked. It is thus advisable not to store im-

portant financial documents including pass-

words. Several of us like to share Financial 

information including passwords with our chil-

dren- some  are living out of town. You can 

temporarily save on your own computers, excel 

also has double security with a separate pass-

word. You can make copies on flash drive and 

personally hand over when you meet with 

them..  You can also back up on external hard 

drive or flash drive. 

—Credit Bureaus. There are three agencies 

where you can obtain your credit score or  you 

can freeze your credit if you are already 

hacked. 

--  www. Equifax. com   Tel. 1-800-685-1111 

-- www. Experian.com  Tel. 1-800-397-3742 

-- www.Transunion.com Tel. 1-800-916-8800 

—Identity Theft Protection Services. There are 

several  companies. Please review the web site 

www.reviews.com/identity-theft-protection-

services. 

This obviously is a very complex and evolving 

topic and we need to get help from our tech 

savvy friends. We need to have small group 

sessions of 8 to 10 people to fully understand 

this topic. 

This newsletter was published by 

ICSSS, Nashville, TN 

Editor: Vinayak Trivedi  

Contact : VicTrivedi@gmail.com 

Please Visit us at  

www.icsss.us 
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